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Abstract—Three-party Password Authenticated Key Exchange
(BPAKE) protocols play a key role in providing security goals in
communications. They enable two entities to share a common
session key in an authentic manner based on a low entropy
human-memorable password. In 2010, Lee and Hwang proposed
S-1A-3PAKE and S-EA-3PAKE protocols based on the SPAKE
protocol developed by Abdalla and Pointcheval. In 2011, Chang
et al. presented an efficient three-party Password Authenticated
Key Exchange Protocol and its parallel version based on LHL-
3PAKE protocol proposed by Lee et al. In this paper, it is shown
that both supposedly provably secure S-1A-3PAKE and S-EA-
3PAKE protocols are vulnerable to serious threats such as
Unknown Key Share (UKS) and password compromise
impersonation attacks. It is also shown that the provably secure
protocol of Chang et al. and its parallel version suffer from
password compromise impersonation and ephemeral key
compromise impersonation attacks. Indeed, our results highlight
the need of more attention and precision during defining the
provable security models and constructing proofs in this method,
because there are still considerable gaps between what can be
proven based on formal security models and what are actually
secure in use.

Keywords-Password Authenticated Key Exchange;
Cryptanalysis; Unknown Key Share attack (UKS); ephemeral key
compromise  impersonation  attack; password compromise
impersonation attack.

. INTRODUCTION

Securing communications over the Internet has been a
considerable concern for protocol designers over the past
years. One of the prevalent approaches for solving this
problem is applying two-party Password-based Authenticated
Key Exchange (2PAKE) protocol. In 2PAKE protocols, two
entities try to share a common symmetric session key based on
a low-entropy human-memorable password. Axiomatically,
the first proposed 2PAKE protocol is referred to Bellovin and
Merritt in 1992 [1]. Afterwards, 2PAKEs considerably have
been expanded to 3PAKEs with slightly different in

Mackvandi@pishgaman.com

492

rezaei@pishgaman.com

comparison with 2PAKEs. In a 3PAKE protocol, participants
share their secret passwords with a trusted server or Key
Distribution Center (KDC). Consequently, the server or KDC
authenticates users with their pre-shared passwords and every
user can exchange his/her session key with the intended user
securely via the trusted server or KDC. Over the recent years,
many 3PAKESs have been devised and proposed in which the
seminal ones can be referred to [2-10]. The security analysis of
3PAKEs in formal model can be referred to Abdalla et al. [2]
who extended the work of Bellare and Rogaway [11-12] that
was designed for 2PAKE protocols.

It is perspicuously conspicuous that the protocol designers
should intelligibly pinpoint what attacks their proposed
protocol must resist and what kind of desirable security
properties it must possess because there are several protocols
that are proved to be insecure while their designers believed in
security proof of their protocols in a formal security model [7],
[13-16]. Consequently, based on the [17-24], it is essential for
3PAKEs to provide the following desirable security attributes:

e Forward secrecy: The forward secrecy is provided if the
secrecy of previously established session keys are not
divulged by compromising of any entity’s the password or

long-term private keys.

Known session key security: Compromising of one
session key should not jeopardize the security of other
session keys.

Resilience to Unknown Key Share attack (UKS): User
A should not be compelled into sharing a session key with
an adversary E after completion of a protocol run while A
falsely thinks that his/her key is shared with another user
B.

Resilience to password compromise impersonation
attack: Disclosure of any user A's password should not
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allow an adversary to share any session key with A by
masquerading him- or herself as any other entity.

Resilience  to  ephemeral key  compromise
impersonation attack: Some protocols deploy some
random parameters as the ephemeral keys. Disclosure of
any user A's ephemeral key should not enable an
adversary to establish a session key with A by
impersonating him- or herself as any other participant.

In 2010, Lee and Hwang [25] proposed S-IA-3PAKE and S-
EA-3PAKE protocols, which are based on the SPAKE protocol
developed by Abdalla and Pointcheval [26], and also claimed that
the security and efficiency of the proposed protocols are proved in
the random oracle model and the security and efficiency of their
protocols have great improvement in comparison with other
3PAKEs. In 2011, Chang et al. [27] presented a communication-
efficient three-party Password Authenticated Key Exchange
Protocol and its parallel version, which are based on LHL-
3PAKE protocol proposed by Lee et al [4]. For the sake of
simplicity, in this paper, we refer to Chang et al.’s protocol as
CHY-3PAKEV1 and its parallel version as CHY-3PAKEV2. It is
notable that the security and efficiency of CHY-3PAKEv1 and
CHY-3PAKEV2 protocols are grounded on the computational
Diffie—Hellman assumption in the random oracle model.

In this paper, it is shown that both provably secure S-IA-
3PAKE and S-EA-3PAKE protocols suffer from serious threats
such as Unknown Key Share (UKS) and password compromise
impersonation attacks. It is also shown that the so-called secure
CHY-3PAKEvV1 and CHY-3PAKEV2 protocols are vulnerable to
password compromise impersonation and ephemeral key
compromise impersonation attacks. In fact, defining a proper
provable security model is not a simple task since not
considering some kinds of queries, e.g. the Corrupt query
[28],[29], or incorrectly defining the adversarial game [30]
may cause a proof of security that fails to take into account
some important attacks (for more details, see
[30],[28],[29].[31].[7], [16].

The rest of the paper is organized as follows. Section Il
explicates a brief review on S-1A-3PAKE, S-EA-3PAKE and
CHY-3PAKE protocols and the notation used hereinafter,
whereas the security vulnerabilities of S-1A-3PAKE and S-
EA-3PAKE protocols are pinpointed in Section I11. Section IV
also elucidates the security flaws of CHY-3PAKE protocols.
Finally, Section V concludes the paper.

1. A BRIEF REVIEW ON CHY-3PAKE , S-1A-3PAKE AND

S-EA-3PAKE PROTOCOLS

This section briefly presents the S-IA-3PAKE, S-EA-
3PAKE and CHY-3PAKEvl and CHY-3PAKEV2 protocols
[25], [27] which need neither the server public keys nor
symmetric encryption/decryption system. The S-1A-3PAKE
and S-EA-3PAKE protocols, which are based on the SPAKE
protocol developed by Abdalla and Pointcheval [26], use
implicit server authentication and explicit server authentication,
respectively, and CHY-3PAKEv1l and its parallel version,
CHY-3PAKEV2, are based on LHL-3PAKE proposed by Lee
et al [4]. It is assumed that there are three parties involved in
the mentioned protocols: a trusted authentication server S, and
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two users A and B who share low-entropy passwords pw; and
pw, inZy, with server S, respectively and want to establish a
common secret session key. Figures 1, 2 , 3 and 4 illustrate the
S-1A-3PAKE, S-EA-3PAKE and CHY-3PAKEv1 and CHY-
3PAKEV2 protocols, respectively, in which the deployed
notations are explained in Table I.

TABLE I. DEPLOYED NOTATIONS

Notations Definition
A The user A’s identifier.
B The user B’s identifier.
c The malicious user C’s identifier.
S The trusted server S’s identifier.
pw, The shared password between A and S.
pw, The shared password between B and S.
pws The shared password between C and S.
x A random number generated by A.
y A random number generated by B.
2,241,275 Random numbers generated by S.
H() Collision-resistant one-way hash function.
P Sufficiently large prime.
g The generator of GF(p).
M N Two elements in G_, a finite cyclic group generated by

! an element g of prime order p.
SKug Session key

A. Description of the S-IA-3PAKE protocol

The S-1A-3PAKE protocol [25] is a tripartite password
authenticated key exchange protocol that does not supply the
server authentication of user A and B during the protocol run.
The structure of the S-1A-3PAKE protocol is depicted in
Figure 1, and the detailed steps are described as follows:

A(pw,) S (pw1,pw2) B (pwy)
X Eg Ly 24,2 € I YERLy
ZER1Ly
ki = g**mod p
k; = g”* mod p
My = SKas.ky
M, = SKps. ky
M,y M,
ky = M1/SK s ky = M2 /SKps

Kap = (9™)’ mod p
SKap = H(A, B, K p)
Gpn = MAC(SK a5, B, A)

Kap = (g°*)* mod p
SK,p = H(A,B,K p)
045 = MAC(SK 45, A, B)

OaB

Verify op, Verify 0,5

Figure 1. S-IA-3PAKE protocol [25]

Step 1.
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The user A and server S first select two random numbers

x €Ep L, and z; € Z;‘,, respectively, run SPAKE protocol
and derive the same session key SK,¢ = g**t mod p. A more
detailed description of the Step 1 is as follows:
(1) The user A chooses a random number x €z Z*, ,
computes X = g*mod p and X* = X. MP*1 and sends X~

to the server S.

(2) After receiving X*, S selects a random number z; €, Z;
and calculates X = X*/MP%1 SK,s = (X)& =
@)% modp, Z,=g"modp and Z; = Z,. NP1 |
then sends Z,* to A.

(3) When A receives Z;, s/lhe computes Z; = Z;/NP*1
SKas = (Z1)* = (g%*)* mod p.

Step 2:

In the same way, the user B and server S choose two
random numbers y € Z, and z, €p Z;‘,, respectively, run the

SPAKE protocol and establish the common session key
SKgs = g¥*2 mod p.

Step 3:

S selects another random number Z € Z,, computes M; =
SK,s.k, where k,_g”” modp and M, = SKgs.k; where
k; = g®mod p and distributes M; and M, to A and B,
respectively.

Step 4:
A and B calculate  k, = M /SKys, Ky = (ky)* =
(g7*)* mod p and ki = M;/SKgs, Kga = (k) =

(g**)?Y mod p , respectively. Consequently, they obtain a
common value K5 = g*?mod p and derive the same session
key SKAB = H(A, B, KAB)'

Step 5:
A and B separately calculate their parameters of
authenticator o045 = MAC(SK,g, A, B) and Opy =

MAC(SK,g, B, A), respectively and send them to the intended
user. Then, A and B check the validity of the verifier
messages oy, and a5, Which are used for confirming that
users A and B have possession of a same session key,
respectively.

B. Description of the S-EA-3PAKE protocol

The S-EA-3PAKE protocol [25] is a 3PAKE protocol that
provides explicit server authentication. Therefore, the server
directly authenticates the users A and B. The detailed steps of
the S-EA-3PAKE protocol, as illustrated in Figure 2, are
explained as follows:

Step 1:

Thep user A and server S first choose two random numbers
x €g Z;, and z; €y Z,, respectively, run the SPAKE protocol
and share the common session key SK,s = g*** mod p. The
more details of this step is the same as what described in Step
1 of S-1A-3PAKE protocol.
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Step 2:
Similarly, the user B and server S select two random numbers

y Er L, and z, € Z, , respectively, execute the SPAKE

protocol and compute the same session key SKgs =
97%2 mod p.
A(pw,) S (pwy,pw2) B (pw3)
X €g Z;, 21,2, €p Iy YErZy

Oas = MAC(SK 45,4, S)

ops = MAC(SK g, B, S)

s

Oas

Verify 0450ps

Z€ER 1Ly

ky = g** mod p

k; = g mod p

M =SKys.ky

M, = SKps.kq

054 = MAC(SK 45,5, A)
osp = MAC(SKps, S, B)

My, 05, M, 058

Verify ogp

ky = M,/SKps

Kap = (%) mod p
SKap = H(A,B,K p)
ops = MAC(SK 45,B,A)

Verify 05,

ky = M1/SK s

Kup = (g°)* mod p
SK,p = H(A,B,K )
045 = MAC(SK 45, A, B)

Verify op, Verify 0,5

Figure 2. S-EA-3PAKE protocol [25]

Step 3:

The users A and B compute and issue the values of
authenticator 045 = MAC(SK,5,A,S) and
MAC(SKgs, B,S) to S, respectively.

Ops =

Step 4:
Upon receiving o, and ogg, if S successfully confirm that o,
and ogg are valid, then S selects another random number

Z €x I, and calculates o54 = MAC(SKys,S,4)
MAC(SKBS’ S, B), Ml = SKAS' kz in WhICh k2=gyz mOd p and
M, = SKgg.k; in which k; = g** mod p. Finally, S sends

Os4, My and agz, M, to A and B, respectively.

Osp =

Step 5:

After receiving the messages from S, if A and B verify the
validity of authenticators o5, and agg, respectively, then A and
B calculate Ky = (k;)* = (g”*)* modp where k,
M, /SK,s and K, = (k)Y = (g**)Y modp where k; =
M, /SKgs, respectively. Therefore, the corresponding users
derive the same value K;z = g** mod p and establish the
common session key SK,; = H(A, B, K;z).

Step 6:
A and B compute and issue their parameters of
authenticator o4 = MAC(SK,5,A,B) and Oga =

MAC(SK,z, B, A) to the opposite side, respectively. At last, A
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and B check the validity of the authenticator’s values g4 and
aup, respectively.

C. Description of the CHY-3PAKE protocols

CHY-3PAKE protocols consist of two versions: CHY-
3PAKEvV1 and CHY-3PAKEV2 [27]. CHY-3PAKEV2 is the
parallel version of CHY-3PAKEv1that its steps are reordered ,
but its fundamental structure and the contents of transmitted
messages are similar to those in CHY-3PAKEv1 protocol.
CHY-3PAKEV1 and CHY-3PAKEV2 are illustrated in Figures
3 and 4. The steps of the CHY-3PAKEv1l protocol are
described as follows:

A (pw,) S (pwy,pw2) B (pw)
A B
21,27 €p Z;,
Z;=g"modp
Z, =g”>modp
Zy=Z, ®pw,
73,2y Zy=1Z,®pw,
XER 1Ly
Zy = Z:®pw,
X = g*mod
Kas = (Z1)* = (g*)* mod p
oas = H(Kys,Z1,A,B) A X, 04523
YErZ,
Z = Z;®pw,
Y =g’ modp

Kps = (Z3)” = (g7?)” mod p
Kyp = (X)” = (g*)’ mod p
ops = H(Kps,Z3,A, B)

opa = H(Kp,X)

X,045.Y,0p5,0pa
29457, 985/ 9BA

Kas = (X)" = (g")"* mod p
Verify if 045 = H(K 45,21, A, B)
Kps = (Y)*2 = (g”)*> mod p
Verify if o5 = H(Kps, Z3, A, B)
asa = H(Kys,Y)
asp = H(Kps, X)
Y,054,084, 058

Verify if 054 = H(K5,Y)

Kap = (Y)* = (g”)* mod p

Verify if a5, = H(K 45, X)

o5 = H(Kyp,Y)

SK,p = H(K4p,A,B) IsB: 948

Verify if 055 = H(K s, X)
Verify if 0,5 = H(K5,Y)
SK,p = H(Ksp,A B)

Figure 3. CHY-3PAKEv1 protocol [27]

Step 1:
The user A initiates the protocol by sending A and B to the
server S.

Step 2:

Bas%d on identifiers A and B from the incoming message, S
can recall the passwords pw; and pw, from its password
database, then selects two random numbers z; €, Z, and
z, €g Z,, computes Z; = g”'mod p, Z, = g”?mod p, Z;
Z®pw,; and Z; = Z,@®pw,. Finally, S sends Zjand Z; to
A.

Step 3:
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The user A selects a random number x € Z;, obtains Z; as
Z, =Z7Zi®pw; , calculates X = g*modp, Kys = (Z,)* =
(g?)* modp and o, = H(SK,5,Z1,4,B) and then sends
A,X,045 and Z; to B.

Step 4.

Upon receiving the message from A, the user B selects a
random number y €g Zyand acquires Z, as Z, = Z;®pw; ,
computes Y = g”mod p , Kgs = (Z,)” = (g*2)” mod p and
Kyup = (X)Y = (g¥)’mod p, ogs = (Kps,Z»,A,B) and oy =
H(K,p,X). Finally, B sends X, ,s,Y, 055 and o5, t0 S.

Step 5:

To separately authenticate A and B, S first constructs K5 =
X)) =(g*)"*modp and Kzs=(g¥)*2modp , then
verifies if a4 = H(Kys,Z,,4A,B) and oz = H(Kgs, Z5, A, B)
or not, . If the both equalities are satisfied, the authentication
of users A and B is done successfully and S calculates his/her
authenticators o, = H(K,s,Y) and o = H(Kgs, X) and
issues Y, agu, 054 and agp to A.

Step 6:

A first checks if o5, = H(Kys,Y) or not. If it is not verified,
the authentication fails. Otherwise, A computes K,z = (Y)* =
(g”)*mod p, then verifies if oz, = H(Kyp,X) or not, if it is
hold, A calculates o, = H(K,5,Y) and generates the session
key as SK,z = H(K,5,A,B)in which K,z = (g¥)*mod p.
Finally, A sends gz and o45 to B.

Step 7:

Upon receiving the message from A, B checks if og =
H(Kgs, X) and o45 = H(K4g,Y) or not. If both equalities are
hold, B constructs the session key as SK,z = H(Ky5,4,B ) in
which K,z = (g*)”modp and also believes that A has
obtained the common session key.
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A(pw,) S (pw1,pw2) B (pw,)

Round 1

X €ER Ly

X=g"modp AB

AX
Round 2 Z1,22 Eg Ly
Z;=g""modp
Z; =g modp
Zy=Z, ®pwy "
Z; Z; =7, ®pw 2
7, = Z;®pw, BT y€r Ty
Y=g"modp
Kap = (X)” mod p
Y, 054 s = H(Kap,X)

Kap = (¥Y)*modp
Verify if op; = H(K 45, X)

Round 3 Z, = Z,®pw,
Kas = (Z;)* mod p Kps = (Z2)” mod p
045 = H(Ky5,Z4,A,B) ops = H(Kps,Z2,A, B)

,0as B,Y,op¢
Kps = (X)" mod p
Verify if 045 = H(K a5, Z1,A, B)
Kps = (Y)*2 mod p
Verify if ops = H(Kps, Z5, A, B)
Round 4
g = H(Kpp,Y) Oap
054 = H(Kys,Y) Verify if 0,5 = H(K ;5,Y)
osp = H(Kps, X)
Oy Osp

Verify if 54 = H(KzsY) Verify if o55 = H(Kgs, X)

SK,p = H(K45, A, B) SKap = H(K 45 A B)

Figure 4. CHY-3PAKEv2 protocol [27]

CRYPTANALYSIS OF THE S-1A-3PAKE AND S-EA-
3PAKE PROTOCOLS

This section shows that S-EA-3PAKE and S-1A-3PAKE
protocols are vulnerable to Unknown Key Share (UKS) and
password compromise impersonation attacks. S-EA-3PAKE
and S-1A-3PAKE protocols are similar to a great extent, and
the only difference between them is in their server
authentication, which is explicit in S-EA-3PAKE and implicit
in S-1A-3PAKE. As a result, the detailed descriptions of the
mentioned attacks on S-EA-3PAKE protocol are described as
follows. It is noteworthy that the S-IA-3PAKE protocol, which
does not provide explicit server authentication, is also subject
to the same kind of attacks.

(1) Vulnerability to Unknown Key Share (UKS) attack

In this section, it is shown that the S-EA-3PAKE protocol
is susceptible to an Unknown Key Share (UKS) attack [7],
[32-34], which is always hard to be detected. In particular, the
user C, who is a valid user registered with the authentication
server S and not supposedly involved in the execution of
protocol, can share a session key with user B by
masquerading him- or herself as 4, but all the while with B
thinking it is sharing a key with A, who is not sharing any
session key with B or C. More precisely, the UKS attack

Software Engineering 2013 [SCSE’13],
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against B, which runs in a straightforward fashion, is
explained the following and illustrated in Figure 5.

C (pw,) S (pws, pw2) B (pw2)

e€pZ, 21,2, € I Y ErLy

gy (s

ocs = MAC(SK s, C, S) ops = MAC(SK g, B, S)

Ops

Ics

_— .
Verify 0¢s 0ps
ZER1Ly
ki = g* modp
k, = g”* mod p
M, =SKcs. ky
M, = SKps. kq
o5c = MAC(SKs, S, C)
osp = MAC(SKps, S, B)

My, 05¢ M3, 05p

Verify osp

ky = M,/SKps

Kap = (g°%)” mod p
SK,p = H(A,B,K 4p)
opy = MAC(SK 45, B, A)

Verify og¢

ky = M1/SK¢s

Kap = (7)) mod p
SK,p = H(A,B,K )
0,5 = MAC(SK 4, A, B)

Verify op, Verify o4p

Figure 5. The Unknown Key Share (UKS) attack, against user B, on S-EA-
3PAKE protocol

(1) In Step 1 of the S-EA-3PAKE protocol, the malicious user
C initiates the UKS attack against B by choosing a random
number e € Z, , executes the SPAKE protocol with
server S. Thus, C and S share the common session key
SKcs = gt mod p as follows:
C randomly selects a number e €z Zj,, calculates E =
g°modp and E* = E. MPY3, pw; is the password pre-
shared by C with S, and sends E* to the server S.
Upon receiving £*, S randomly chooses z; €y Z; and
computes E = E*/MPYs SKes = (E)* =
(9®)**modp, Z, = g”* modpand Z; = Z,. NP*s and
then sends Z; to C.
When C receives Z;, s/lhe computes Z; = Z;/NP"3 |
SK¢s = (Z1)° = (g”*)° mod p.

In Step 2 of the protocol, similarly, the user B and server S
randomly choose two numbers y € Z*), and z, € Z,,

execute the SPAKE protocol and derive the common
session key SKzs = g¥?2 mod p.

@

(3) In Step 3 of the protocol, The users C and B compute and
issue the values of authenticator Ocs =
MAC(SK.s,C,S) and ozs = MAC(SKgs,B,S) to S
respectively, causing S to think that users C and B want to set
up a protocol session.
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(4) In Step 4 of the protocol, when the received authenticators
ocs and oy are verified by S successfully, S chooses another
random number  Z €, Z; and computes gy, =
MAC(SK,s, S, C), 055 = MAC(SKgs, S, B), M, = SKcg. k, in
which k,_g”* modp and M, = SKys.k; in which k;
g% mod p. Then, S sends os;, M; and agz, M, to C and B,
respectively .

(5) After receiving the messages from the server S, C and B
verify the validity of authenticators og. and ogg, respectively.

Afterward, € and B calculate Kz = (ky)¢ =
(gyz)e mOd p Where k2 = M]_/SKCS al’ld KAB = (kl)y =
(g®?*)Y modp where k; =M,/SKzs ,  respectively.

Consequently, € and B derive the same value K,z
g%? mod p and establish the common session key SK,z =
H(A,B,K,p).

(6) In Step 6 of the protocol, B calculates and sends his/her
authenticator oz, = MAC(SK, 5, B, A) to A, which is
intercepted by C. At the same time, C computes and issues the
forged message 0,5 = MAC(SK,5,A,B) to B. Finally, B
successfully verifies a,5 and believes that the another party is
legitimate user A.

At the end of protocol, B believes that s/he has shared the
session key with A, but indeed s/he has established the session
key with C and C knows that s’/he and B have agreed the same
session key SK,p = H(A,B,K,z) . Meanwhile, it is not
necessary for B to be present at all.

- In a similar way, the malicious user C can apply the
Unknown Key Share (UKS) attack, against user 4, to S-EA-
3PAKE protocol.

(2) Vulnerability to password compromise impersonation
attack

In the S-EA-3PAKE protocol, if the user A’s password,
pw;, is compromised, the adversary E can easily share the
common session key with A and masquerade him- or herself as
B successfully as follows:

(1) In Step 1 of the S-EA-3PAKE protocol, E resides at the
place of server S, masquerade him- or herself as S, runs the
SPAKE protocol with user A. Therefore, E and A derive the
common session key SK,¢ = g*°* mod p as follows:

e The adversary E intercepts message X* from A .
Afterward, E disconnects the communication between A
and S, retrieves X by computing X = X*/MP"1 |
randomly selects an exponent e; € Z;,, computes the
session key SKus = (X)* =(9g*)*modp, E, =
gf'mod p and Ef = E;. NP¥1 and then sends the first
forged message E; to A.
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e Upon receiving E;f , A computes E, = E{/NP"1 |

SKys = (E;)* = (g°*)* mod p.

- At last, the common session key SK;s = g** modp is
established by E with A successfully but all the while with A
thinking s/he is agreeing the session key SK,s with the legal
server S.

(2) In Step 3 of the protocol, A computes and issues his/her
authenticator o, = MAC(SK,5,A,S) to S , which is
intercepted by E.

(3) In Step 4 of the protocol, E verifies a4s. E selects another
random  exponent e, €z Z, and computes ogg4 =
MAC(SK,s,S,A) , M; = SKys.k, in which k,_g®2modp .
Finally, E sends the forged messages ag, and M, to A.

(4) Upon receiving the messages ag, and M; from E, A
verifies the validity of authenticator agg, by using SKjs
successfully, then A computes K 5 = (k;)* = (g%)* mod p
where k, = M, /SK,s and generates the session key SK,z =
H(A,B,K,z) . Finally, A computes and issues his/her
authenticator o,5 = MAC(SK,5,A, B) to B, which is captured
by E. At this time, E derives the same value K,z = (X)¢2 =
(g*)°2 mod p and shares the session key SK,z = H(A, B, K;5)
with A . Then, E calculates o5, = MAC(SK4g,B,A) and
impersonates him- or herself as B by sending the last forged
message og, t0 A.

(5) When A receives oz, from E, A validates o, successfully
by using SK,5. Thus, A believes that the opposite side is the
benign user B, but it is in fact E who could also share the
common session key SK,; = H(A,B,K,z) with A and
masquerade him- or herself as the legitimate user B.

- On the other hand, if the password of B, pw,, is revealed,
the adversary E can easily establish the common session key
with B and impersonate him- or herself as A successfully as
follows:

(1) In Step 2 of the S-EA-3PAKE protocol, E first resides at
the place of server S, executes the SPAKE protocol with user
A . Then, E can share the common session key SKzg =
g7° mod p with B by masquerading him- or herself as the
legitimate server S as follows:

e The adversary E captures message Y* from B. Then, E
can disconnect the communication between S and B,
randomly choose an exponent e; €y Z;,, retrieves Y by
calculating Y = Y*/MP"z, constructs the secure session
key SKps = (¥)* = (g”)* modp, E, = g“modp
and E; = E,. NP*2 | then sends the first forged message
E; to A.

After receiving the message E; , B calculates E,
E3/NP"2, SKps = (E3)” = (g*)” mod p.
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- Finally, the adversary E could easily share the common
session key SKgs = (g¥)% mod p with B successfully but all
the while B thinks that s/he has established the secure session
key SKgs = (g°)* mod p with the benign server S.

(2) In Step 3, B calculates and sends his/her
authenticator oz = MAC(SKgs, B, S) to S, which is captured
by E.

(3) Upon receiving the message ops from B in Step 4, E
validates g, chooses another random exponent e, €, Z, and
calculates og5 = MAC(SKgs, S,B), M, = SKgs.k, in which
ki—g®mod p. At last, E impersonates him-or herself as the
valid server S by sending the forged messages agz and M, to
B.

(4) When B receives the messages agg and M, from E, B
validates the authenticator ag by using SKgzgsuccessfully, then
B calculates K,5 = (k)Y = (g°?)Y modp where k; =
M,/SKgs and constructs the session key SKup=
H(A,B,K,z) . Then, B computes and sends his/her
authenticator oz, = MAC(SK,5,B,A) to A , which is
intercepted by E. Meanwhile, E generates the same value
Ky = (g?)%mod p and establishes the common session key
SK,p = H(A, B, K,45) with B. Finally, E computes and issues
the last forged message g, = MAC(SK,5, A, B) to B.

(5) Upon receiving the message a5 from E, B verifies 0,5
successfully by using SK,; . Therefore, B thinks that the
opposite side is the legitimate user A, but E could easily
impersonate him- or herself as the benign user A and establish
the common session key SK,5 with B successfully.

- Based on the upper steps, it is shown that if the passwords of
A or B is disclosed, the adversary E can simply share a session
key with corresponding user, and impersonate him- or herself
instead of opposite party. Therefore, the S-EA-3PAKE protocol
suffers from password compromise impersonation attack.

IV. CRYPTANALYSIS OF THE CHY-3PAKE PROTOCOLS

In this section, it is shown that CHY-3PAKEv1 and
CHY-3PAKEV2 protocols are subject to password compromise
impersonation and ephemeral key compromise impersonation
attacks. Because the CHY-3PAKEV2 is the parallel version of
CHY-3PAKEv1 and the CHY-3PAKEV2’s contents of the
transmitted messages are also similar to those in CHY-
3PAKEvV1 so the details of the password compromise
impersonation and ephemeral key compromise impersonation
attacks on CHY-3PAKEvV1 protocol are explained as follows.
Similarly, the following attacks are also applicable to CHY-
3PAKEV2 protocol.

(1) Vulnerability to password compromise impersonation
attack
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In the CHY-3PAKEvV1l protocol, if the adversary E
compromises the user A’s password pw; , E can easily
establish the same session key with A and impersonate him- or
herself as B successfully. More precisely, the attack works as
follows:

(1) E mediates between A and S, initiates the attack against A
by intercepting the messages Z; and Z; from S in Step 2,
disconnecting the communication between A and S. Then, s/he
impersonates him- or herself as S, randomly chooses a number

e; € Z,, calculates E; = g°'mod p and E; = E;®pw, and
sends the first forged message, which consists of E; and Z3,

to A.

(2) After receiving the message from E, the user A obtains E;
by computing E; = E;®pw;, then randomly chooses a number
X€EgZ, , computes X =g *modp , Kus=(E)*
(g®)* mod p and o, = H(SK,s, E;,A,B) and then issues
A, X, 0,5 and Z; to B, which are intercepted by E.

(3) E first masquerades him- or herself as B, randomly selects
another number e, €; Z,, computes E, = g?modp , K;p =
(X)¢2 = (g*)®2modp and oz, = H(K,5,X) . S/He also
directly skips to Step 5 of the protocol for impersonating him-
or herself as the legitimate server S. Then, s/he constructs
Kys = (X)* = (g")* modp and o5y = H(Kys, E,) and
values the authenticator agz with a random value (e.g.ogg =
H(E,, X)) because the user A does not apply any verification
on agg and only forwards it to B. Finally, E sends the forged
message, which includes Y, a4, 054 and agg, t0 A.

(@) Upon receiving E’s message, A first verifies a5, =
H(K,s, E;) successfully using K, = (g€2)* modp . Then,
s/he computes K, = (E;)* = (g®2)* modp and confirms
that the received op, is valid using K,z . Therefore, A
calculates o, = H(K,5,Y), generates the session key as
SK,g = H(K,5,A,B) in which K,z = (g¢?)*modp and
believes that B also has the ability to derive the same session
key. Finally, A issues agz and a,5 to B, which is captured by
E.

(5) E verifies gy using K,z and calculates the session
key as SKyp = H(K45,A,B)in which K,z = (g*)2 mod p.
Therefore, E has established the common session key with A
and impersonated him or herself as B successfully, while A
erroneously thinks that s/he has shared a secure session key
with B.

- On the other hand, it is assumed that the adversary E
compromises pw, of the user B. Then E will be able to
impersonate him- or herself as A and agree a common session
key with B. In more detail, the attack is successfully applied to
the CHY-3PAKEV1 protocol as follows:
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(1) In Step 3 of the protocol, E poses him- or herself as A ,
selects two random numbers e; €z Zy, and e, €Eg Zj ,
calculates E; = g*modp , E, = g?2modp , and E; =

E,®pw, using pw, , which is compromised by E, and values
the parameter o,s with a random value (e.g. g5 =
H(g®*®mod p, E;, 4, B)) since the user B can not verify the
correctness of g, and can only forward it to A. Then, E sends
the first forged message, which includes 4, E;, o,45 and E;, to
B.

(2) Upon receiving the message from E, B randomly chooses
a number y €g Z, and obtains E, by computing E, =
E;®pw, , calculates Y = g”modp , Kzs = (E;)Y =
(g2)’modp and Kup = (E1)” = (¢°*)’modp , ops =
H(Kgs, E5, A,B) and o4 = H(Ky5,E,) . Finally, B issues
Ei,045.Y,055 and ag, to S, which is intercepted by E.

(3) E first impersonates him- or herself as S, calculates Kgs =
(V)2 = (g¥)*2 modp and , then verifies if ozs =
H(Kgs, E;, A,B) or not, . If the equality is satisfied, E
computes the forged authenticator ogz = H(Ksg, E;), then
skips to Step 6, masquerades him- or herself as A, calculates
Kyp = (V)¢ = (g”)%mod p and checks if 54 = H(Kyp, E;)
or not. If the result is positive, s/he calculates the forged
o, = H(K,5,Y) , generate the session key as SKyp =
H(K,5,A, B) and sends the last false message, which consists
of osgand o5 ,t0 B .

(4) After receiving E’s message, B validates o535 = H(Kgs, E;)
and o, = H(K,p,Y) successfully so s/he generates the
session key as SK,z = H(K,5,A,B ) in which K,z = (E;)” =
(g1)? mod p and also believes that the opposite party is the
valid user A, has obtained the common session key SK,.

(5) At the end of the protocol, E succeeds by masquerading
him- or herself as A as well as establishing the common
session key SK,z = H(K,5,4, B) with B.
- Consequently, CHY-3PAKEV1 protocol does not provide
resilience to password compromise impersonation attack,
which is an imperative security attribute that any proposed
password authenticated key exchange (PAKE) protocol is
required to hold.

(2) Vulnerability to ephemeral
impersonation attack

Indeed, two random numbers x € Z, and y € Z, are

the ephemeral keys of the user A and B, respectively, in every
session. If an adversary E accesses any of the ephemeral keys,
s/he will be able to compute the common session key SK,p =
H(K,5,A,B) and completes the authentication. Therefore,
CHY-3PAKEvV1 protocol is insecure against ephemeral key
compromise impersonation attack. The following descriptions
show how the attack works in detail.

key compromise
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- If E obtains the user A’s ephemeral key x, s/he can set up
the protocol and establish the common session key SK,gwith
A as follows:

(1) in Step 4 of the protocol, E first intercepts B’s message,
which includes X, 045.Y, 055 and a5,. Then, s/he disconnects
the communication between B and S, calculates K,z = (Y)* =
(g”)* mod p using A’s ephemeral key x, which is revealed by
E , and generates the session key SK,p = H(K,z,A,B)
successfully. Finally, E impersonates him- or herself as B by
forwarding X, 045,Y, 055 and o4 t0 S.

(2) After receiving the message from E, S computes K ¢ =
X)) = (g*)** mod p and Kzs = (g¥)*2 mod p , validates
the authenticators o, = H(Kys,Z4, 4, B) and ogs =
H(Kgs,Z,,A,B) , calculates his/her authenticators ogy =
H(Kys,Y) and o5 = H(Kgg, X) and issues Y, ag,, 054 and ogp
to A.

(3) A computes K,z = (Y)* = (g¥)*mod p, then verifies the
validity of o5, = H(K,s,Y) and 0ga = H(Kyg,X)
successfully so s/he calculates 45 = H(Kyp,Y) , generates the
session key as SKup = H(Ky5,4,B). Finally, A issues agp
and g, to B, which is captured by E.

(4) E verifies the correctness of the received authenticator
o4 = H(Ky5,Y) using SK,p successfully. Consequently,
A believes that the opposite side is the valid user B and E is
assured that s/he shares the common session key SK,z with A
and impersonates him- or herself as the benign user B.

- On the other hand, if the user B’s ephemeral key y, is
divulged, the adversary E proceeds the protocol steps and
shares the common session key SK,z = H(K,g5,A,B ) with
B as follows:

(1) E initiates the attack against B by intercepting A ’s
message, which consists of 4, X, o5 and Z3, in Step 3 of the
protocol. Afterward, s/he disconnects the communication
between A and B, computes K,z = (X)¥ = (g*)¥mod p using
B’s ephemeral key y, which is compromised by E, constructs
the session key as SK,z = H(K,g, A, B) successfully and
simultaneously poses him- or herself as A by forwarding A’s
message unaltered to B.

(2) After receiving the message from E, B chooses a random
number y €y Z;, and obtained Z, as Z, = Z;@®pw,, computes
Y=g"modp , Kgs=(Z;)” =(g”?)” modp and Kup
(X)” = (g*)’mod p, ops = (Kps,Z,,4,B)  and Oga
H(Kyg, X). Finally, B sends X, 0,s,Y, 055 and g, t0 S.

(3) In Step 5 of the protocol, S first calculates K3 = (X)*
(g™)?t mod p and Kzs = (g¥)*2 mod p, then validates g
H(Kys,Z,,A,B) and ogs = H(Kgs,Z,, A,B) successfully,
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calculates his/her authenticators a5, = H(K,5,Y) and o5 =
H(Kgs, X) and issues Y,dg,, 054 and ogg to A, which are
intercepted by E.

(4) E first checks the correctness of its computed session key
SK,p by verifying received authenticator oz, = H(Kyp, X),
then calculates its forged authenticatora,z = H(K,g,Y) using
SK,p. At last, E masquerades him- or herself as A by sending
the forged message, which includes ogg and o5, to B.

(5) Upon receiving E’s message, B verifies the authenticators
osg = H(Kgs, E;) and 0,5 = H(K,5,Y) successfully. Thus,
sfhe computes the session key as SK,z = H(K,5,A,B) in
which K,z = (X)” = (g*)¥ mod p and also believes that the
opposite party is the benign user A, has derived the same
session key SK, .

(6) Finally, E succeeds with masquerading him- or herself as A
as well as establishing the common session key SK,p =
H(Ku5, A, B) with B.

- From the above steps, the authentication infrastructure of
the protocol is completely failed and the adversary E can
simply mount ephemeral key compromise impersonation
attack on CHY-3PAKEvV1 protocol.

V. CONCLUSION

In this paper, the security vulnerabilities of S-1A-3PAKE,
S-EA-3PAKE, CHY-3PAKEvV1 and CHY-3PAKEV2 protocols
[25], [27] are analyzed and it is proved that both provably
secure S-1A-3PAKE and S-EA-3PAKE protocols, which are
based on the SPAKE protocol developed by Abdalla and
Pointcheval [26], are subject to Unknown Key Share (UKS)
and password compromise impersonation attacks. It is also
shown that the so-called secure CHY-3PAKEv1 and CHY-
3PAKEV2 protocols, which are based on LHL-3PAKE
proposed by Lee et al. [4], are vulnerable to password
compromise impersonation and ephemeral key compromise
impersonation attacks. Our results show that the proof of
security for a protocol is a baffling task to analyze and should
be managed carefully utilizing the provable security model by
the designers.
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