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Abstract. with the advent of mobile devices and social
networks, information and identity security concerns
have increased. Mobile devices that have multiple
sensing capabilities have been interfaced with social
networks allowing users to post many of their activities
and habits instantly onto social networks. This
information can easily be used by social network
providers to invade privacy and pose security risks to
users. In this paper we propose an identity security
framework that encapsulates a generic interface
between mobile devices and social networks that utilizes
identity hopping to secure and hide users' real
identities. The framework also employs anti-correlation
measures to prevent social network providers from
being able to correlate the identities together. The
proposed framework has been implemented on the
Google Latitude application as a case study to hide
users' real identities and prevent the service provider
from tracking complete movement habits. The
implementation shows the effectiveness of the proposed
interface in enhancing identity security.

Keywords: Identity Security; Hopping; Location Privacy;
Security Framework; Social Media Applications.

1. Introduction

In recent years, mobile phones have improved rapidly
in processing power, embedded sensors, storage capacity,
and network data rates. The mobile phones of today have
evolved from merely being phones to full-fledged
computing, sensing, and communication devices. These
advances in mobile phone technology have paved the way
for exciting new applications. At the end of 2011, there
were 5.9 billion estimated mobile subscribers world
wide [1] with more than 600,000 applications available for
Apple's iPhone and more than 500,000 applications
available for the Google Android platform [2].

Mobile phone applications typically have unrestricted
access to personal information such as contacts, photos,
text messages, user records, user location, and locally
stored data. This unrestricted access posses a threat to
users' security and increases the possibility of identity theft.
The increasing growth in number of smart mobile devices
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coupled with widespread availability of applications is
pushing security and privacy threats to new high levels.

With the advent of social networks and the integration
of mobile devices with these networks, application service
providers of such social networks now have widespread
access to even larger correlated identity information. An
application service provider can easily correlate a user's
behavior with the behavior of other people that are part of
the user's social network and derive information that the
user has not even stored on the device. For example, the
mere fact that many people of a user's social network
frequently visit a specific place is a good indication that the
user may also visit that location even if that user is not
tracking his own movement on his mobile device. The
knowledge, that a user belongs to a specific social network,
now encapsulates a long list of identity information.

Application service providers are expected to set and
honor privacy settings that prevent tracking and collecting
users' personal activities and information. Nevertheless,
many companies have been caught violating users' privacy
settings. Just recently, several advertising companies
including Google have been bypassing the privacy settings
of millions of people using Apple web browsers on their
iPhones and computers [3]. The companies used special
computer code that tricks Apple's Safari web-browser into
letting them monitor many users. Safari, the widely used
browser on mobile devices, is designed to block such
tracking by default.

Application service providers should not be solo trusted
with protecting users' identities and security. Ensuring the
security of a user's identity has to start with preventing an
application service provider from knowing the user's real
identity and the social networks or any kind of a group that
the user belongs to. This all has to happen without
sacrificing any of the benefits that such group associations
have to offer a user and his social network.

In this paper, we propose a new architectural
framework that can be used to hide users' real identities in
social networks that require users to share their personal
information including location without any sacrifice to
users' ability to fully utilize the offered services. Our
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proposal uses a generic identity hopping technique to hide
real identities. The framework dynamically switches
between identities while users are connected to social
networks. We have also developed an algorithm to
optimize switching between the different identities. A
synchronization process is used to ensure that other users
of social networks can correlate the activities of the various
identities to come up with a single user view.

To illustrate the effectiveness of the proposed
framework, we have implemented it for Latitude, a Google
mobile application that tracks users' location and
movement. The case study shows how the framework can
be used in a real application to secure users' identities and
how the framework parameters are chosen based on the
application domain.

The remainder of this paper is structured as follows. In
Section 2, we describe in details the solution framework
architecture and the generic algorithms that have been
developed. Section 3 presents the application of this
framework to the Google Latitude application. In Section
4, we discuss related work and describe how the proposed
framework differs from previous related activities. We
conclude with final comments in Section 5.

2. Identity security framework for social networks

Social Networks pose a large threat to privacy and
security since users inherently upload much of their
personal information into the social network sites. To
enhance privacy and security in such environments, a
framework has been developed as depicted in Figure 1. The
framework utilizes multiple identities to enhance privacy
and security. A user is assigned an initial identity from a
pool of available identities. The identity is then utilized to
perform subsequent activities and all such activities are
logged against that identity. In a social network
application, this identity is distributed to other members of
the social group to allow continued interaction amongst the
group. The assigned identity is frequently changed and

redistributed to the group.

User
Profile

User
Activity

Identity
Selection

Identity
Distribution

Identity
Creation

Figure 1. Identity hopping framework
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2.1. Identity hopping techniques

Hopping has been used in communication to enhance
security for decades. It is the core of the popular Frequency
Hopping Spread Spectrum (FHSS) technique used in Wi-Fi
and 3G mobile networks. Initial application of the
frequency hopping technique dates back to the 1950s in
which it was used to prevent 3rd parties from intercepting
communications [4]. The sender and receiver would use a
pseudo-random sequence of frequencies that are known to
both of them. Unless the interceptor knows the sequence
and timing, it would not be possible to intercept the
communication [5].Similar hopping technique applied to
identities instead of frequencies can be used to enhance
identity security in social networks.

Multiple possibilities are available to perform identity
hopping. The selection of an identity hopping method
largely depends on the application. In general, all identity
hopping techniques are designed to ensure that each
identity does not contain sufficient activity to risk identity
security and that identities cannot be correlated together to
discover the full activities performed by the user.

With sufficiently large number of available identities,
the users can utilize a pseudo-random sequence of
identities and change to a new identity with every new
activity or after a preset interval of time. Frequent hopping
is key with this technique to ensure that activities in each
of the identities are not sufficient for the identities to be
correlated. The advantage of this technique is that the
identities used do not need to be exchanged each time the
identity is changed. The user needs only to distribute the
initial identity, pseudo-random number seed, and the
timing for hopping. The disadvantage of this technique is
the need of a large number of identities to ensure the
security of a user's identity.
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Input: SR: Max ldentity Security Risk, CR: Max
Correlation Risk,

T: Max Time without Identity

1: if lidentityActivated() then

2: currentldentity =
selectldentity(currentProfile)

3: activateldentity(currentldentity)

4: broadcastldentityToGroup(currentldentity
)

5: addToSavedProfiles(currentProfile,

currentldentity)
6: else if identitySecurityRisk(currentProfile,
savedProfiles) > SR then

7: deactivateldentity(currentldentity)
8: startTimer(T)
9: while correlationRisk(currentProfile,

savedProfiles) > CR and
ItimerExpired() do

10: sleep()
11: end while
12: currentldentity =

selectldentity(currentProfile)

13: activateldentity(currentldentity)

14: broadcastldentityToGroup(currentldentit
y)

15: addToSavedProfiles(currentProfile,
currentldentity)

16: else

17: sleep(t)

18: end if

Algorithm 1. Algorithm for identity hopping

When the number of identities available is limited, we
utilize a different method for identity hopping depicted by
Algorithm 1. The user starts with an initial identity to
perform activities. As the identity is used for more
activities, the security risk increases. Before performing a
new activity with the current identity, the framework
would asses whether performing the new activity would
increase the identity security risk beyond a predefined
security risk limit. If the identity security risk is expected
to increase beyond the limit, then the user is assigned a
new identity.

The identity security risk parameter and limit are
application dependent and cannot be generalized. This
could be a simple measure or a combination of various
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other parameters. For location tracking applications, as an
example, the identity security risk parameter can be based
on distance. For online browsing, this could be based on a
combination of several parameters such as the number of
sites visited and site category (online store, news, etc.). The
identity security risk limit at which the identity is changed
should also be dynamically adjusted based on the user
activity.

To guard against the ability to correlate the various
identities together, a correlation risk parameter is also
established. The parameter measures the relative ability to
correlate together two profiles that encompass different
user activity. Correlation can be easy in cases where a
parameter of the profile is constantly changing in one
direction and the identity is changed in the middle. The
identities can be correlated based on the pattern of that
parameter change. An example of such parameter is the
movement on a map with predefined roads. Utilization of
the correlation risk limit will introduce a gap of time during
which activities are not logged against an identity.
Resumption of identity utilization will only happen when
the activities have changed significantly enough to reduce
the risk of correlation.

The combination of the identity security risk limit and
the correlation risk limits can be adjusted dynamically
based on users' behavior and preferences. If the user
exhibits a small range of activities, then the values of the
parameter limits can be adjusted downwards to increase the
number of identities being used. In cases where there are
no more new identities to be utilized, the new activity can
be added to the identity that would result in the least
amount of identity security risk.

2.2. ldentity creation

Creation of a set of identities manually is sufficient for
this framework. The user can create the identities and
provide the list to the framework for selection during
hopping. For maximum privacy, it would be best to
automatically create the identities on demand if allowed by
the application. In this case, the privacy and correlation
risk limits can be set to minimum values which would
cause the framework to create and use a higher number of
identities. In both cases, users have to use an IP changer
like JonDo [6] software to prevent any possible correlation
between their real identities and the newly created
identities and to prevent correlation between the new
identities themselves.
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Input: profile: profile to be match, savedProfiles: list of all profiles
that have been used so far, SR:Max ldentity Security Risk

Output: identity matching the provided profile
1: procedure

2: { check if we can use one of the existing identities : }

3 for all savedProfiles do

4. if identitySecurityRisk(profile, savedProfile) < minSR then
5: minSR = identitySecurityRisk(profile, savedProfile)
6: selectedProfile = savedProfile

7: end if

8: end for

9: if (minSR < SR) or (no more identities left) then

10: Return selectedProfile.identity

11: else

12: Return new identity

13: end if

14: end procedure

Algorithm 2. The selectldentity() function

mobile application
developed by Google [7].
Latitude allows  mobile

phone users to share their
locations with certain people.
Using a Google account, the
user's cell phone location is
mapped on Google maps.
The user can control the
accuracy and details of what
each of the other users can
see: an exact location can be
allowed, or it can be limited
to identifying the city only.
Users may only see the
location of those friends who
have decided to share their
location with them. Recently,
Google Latitude has been
enhanced to  optionally
record history of places
visited and to accumulate

2.2. ldentity distribution

In the case where identity hoping is not based on a
pseudo-random sequence, then the identity will need to be
distributed to the members of the social network group.
This distribution should be done through a medium that
differs from the social network application to achieve
maximum identity security. In our approach, instant
messaging applications have been chosen as a distribution
medium.

In order to protect the users' identities against unwanted
disclosure, the identities may only be transported in an
encrypted form using asymmetric key algorithms, e.g. RSA
algorithm. To perform encryption and decryption, each
user must have access to other users' public keys. To
achieve the public keys exchange in a secure manner, a
user needs to generate a "one way" public and private key
to be used in the invitation process. Figure 2 shows the
distribution of private and public keys for a group of users.
Bob, John, and Alice form one group, while Alice and Iva
form a different group. In addition to his own private key,
Bob has the public keys for all members of the groups he
participates in.

3. Case study
To illustrate the effectiveness of our proposed solution,
we have implemented it for Latitude, a location-aware
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time spent at each place. This information is then used to
display statistics such as "Time at Work", "Time Spent at
Home" and "Time Spent Out".

Figure 3 displays a shapshot of Google Latitude for a
group of friends: Bob, Alice, and John taken from John's
Android mobile phone. The map shows the location of Bob
in Dusseldorf, the location of Alice in Leverkusen, and the
location of John in Cologne.
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Figure 2. Distribution of private and public keys for a
group of users
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Figure 3. Distribution of private and public keys for a
group of users

Users have to choose explicitly to join Latitude and
permit having their current location displayed on Google
maps and viewed by others. Several options are available
in Latitude to address concerns of location privacy:
Latitude can be turned off by the user, the location can be
manually entered by the users to hide their current
locations, additionally, Google announced that Latitude
overwrites user's previous location with the new location
data, and does not keep logs of locations provided to the
service. Nevertheless, the provided options are not enough
to resolve the main concern with Latitude. Users are
releasing to Google their instant locations, traveling habits,

and times spent at different places using their real identities.

If the data gathered by Google is abused, it can potentially
present not only a privacy risk but also a security risk to
users [8].

To resolve the main issue with Google Latitude, we
integrated our proposed identity management framework
described in Section 2 using the Google Latitude API [9].
We have implemented the framework and tested it with
real users. Similar to Latitude, the framework can be run on
desktops, laptops, or on mobile devices.

e-ISSN: 2251-7545

Users are responsible for creating and managing
identities themselves using functions in the framework.
The IP Changer JonDo [6] is used to create the identities to
prevent correlation between users and their identities.
Users are also required to enter their home and work
addresses and associate some identities with them.
Additionally, to prevent possible correlation between the
users and identities, the same identity is used for the user
while staying at frequently visited places like home, work,
etc.

The main algorithm of the framework consists of three
main parts as shown in Algorithm 3. If the user is not
signed in, an identity is selected for the user from the
available list of identities using the method described in
Section 2.1. Once an identity is selected, the user is signed
in and his or her identity is broadcasted to the friends via a
secure encrypted instant message as described in Section
2.3.

Once the distance traveled by a user is more than R, the
user's identity has to be switched. To prevent any possible
correlation between the old identity and the new identity, a
guard band is used. The guard band consists of a timer and
a distance. The timer is controlled by T and the guard band
distance is controlled by G. All input parameters (R, G, and
T) are controlled either by the user or his traveling habits.

Input: R, T, G

1: if Isignedin() then
selectldentity(currentLocation)
signin()
broadcastldentityToGroup()
saveCurrentLocation()

else if distanceTraveled() > R then
signOut()
startTimer()
saveCurrentLocation()

10: while distanceTraveled() < G

and !timerExpired() do
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11: sleep(T)
12: end while
13: selectldentity(currentLocation)
14: signin()
15: broadcastldentityToGroup()
16: saveCurrentLocation()
17: else
18: sleep(T)
19: end if
Algorithm 3. Algorithm for Google Latitude identity

hopping
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In this case study, the parameter R represents the
identity security risk factor; larger R values mean that more
activities are tied to a single identity, thus increasing the
identity security risk. The correlation risk factor is
represented by a combination of the parameters G and T; a
larger value of G and T increases the separation between
the identities which results in a lower ability for outsiders
to correlate the various identities together reducing the
correlation risk factor.

Figure 4 shows the preferences for the framework. The
first part is for password management and disabling the
location tracking service. The second part is for managing
identities. Users can add, create, delete, and disable
identities. Note that identities are created manually by
users. Users need also to set up their home and work
addresses and assign some identities with them. The
application interface also allows users to create additional
frequently visited places. The input parameters (R, G, and
T) for the main algorithm used by the interface can be
manually set in the preferences. If the parameters are not
set, they will be automatically adjusted based on the
traveling habits of the user.

Preferences

Security

Change password (2
Turn off location tracking (2

Identities

Add new identity 2
Create new identity (2
Delete identity (z
Disable identity 2

Home and Work addresses
Set up Home address (2
Set up Work address 2

Add more frequently visited locations 7

Identity switching settings
Max traveled distance (R )
Guard band distance ( G)
Timer Setting (T)

Figure 4. A snapshot of the preferences settings screen
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Figure 5 shows snapshots of the framework for the same
group of friends as in Figure 3: Bob, Alice, and John. The
actual used identities are shown next to the users' names.
The left graph, Figure 5(a) shows the initial locations for
Bob, Alice, and John while the right graph, Figure 5(b)
shows their locations twenty minutes later. Alice traveled
from Leverkusen to Cologne and her identity has changed.
John traveled from Cologne to Dormagen and his identity
has also changed. Bob remained stationary at work and his
identity remained the same.
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Figure 5. A Snapshots of the security framework for
Google Latitude for a group of users as viewed on John’s
Android mobile
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Figure 6 illustrates identity hoping by showing the
different identities used for John during his travel from
Cologne to Dormagen. The top graph, Figure 6(a), shows
the route used in his trip. The bottom graph, Figure 6(b),
shows the identities used for John during his travel. Each
identity covers a square area and is used whenever John is
traveling in that area.
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(b)Areas for identities used during John’s trip from Cologne to Dormagen

the mix zone concept. In their model, they

. assume the existence of a trusted
Figure 6. Areas for identities used during John’s trip from Cologne to Dormagen

To evaluate the effectiveness of the framework in
preserving privacy and reducing security risks, we use the
technique proposed in [10] to measure the loss of privacy
by the amount of new information that the system was able
to gain about the person. Table 1 summarizes the various
types of information that can be accessed in Google
Latitude compared to our proposed framework.
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middleware system, positioned between the
underlying location system and un-trusted
third-party  applications.  Applications
register interest in a geographic space with the middleware.
Users register interest in a particular set of location-aware
applications and the middleware limits the location
information received by applications to location sightings
of registered users located inside the application zone.
Mokbel et al proposed Casper [20], a centralized location
privacy-preserving framework in which mobile users can
entertain location-based services without revealing their
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location information. In their proposed framework, they
use a location anonymizer and a privacy-aware query
processor to generate cloaked spatial regions based on user
privacy profile that cannot be used to give any information
about the exact location of the mobile user. As opposed to
their solution, our framework does not rely on a trusted
third party that could become the system bottleneck.

Other research has focused on privacy enhancing
identity management techniques to protect users’ privacy
in an electronic society [21], [22], [23]. Generally, most
privacy enhancing techniques allow a user to control the
nature and amount of personal information disclosed based
on communication network providing anonymity. Our
work is orthogonal to the proposed techniques and can be
combined in our solution framework.

5. Conclusions

In this paper, we proposed an identity security
framework for interfacing mobile device applications to
social networks. The framework utilizes identity hopping
techniques and anti-correlation measure to enhance identity
security and privacy. We have implemented the proposed
interface on the Google Latitude application as a case
study. The implementation showed the effectiveness of the
proposed interface in enhancing identity security and
privacy.
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Table 1. Information loss comparison between Google Latitude and the proposed security

framework
Information Latitude Framework
Real Identity Accessible Hidden using identity hoping
Residential Address Accessible Linked to_a single _fake_ldentlty makes it hard to
correlate with the real identity
. Linked to a different fake identity makes it hard to
Work Address Accessible correlate with the real identity or the home address
Visited Places Accessible IQe_ntlty hoping prevents system from tracking places
visited by a user
. . Different identities are used for different places make it
Habits (Shopping, ibl T )
- . Accessible | hard for the system to correlate activities with a
Driving, Eating, etc) .
single user
Friends Accessible Real identities of friends are hidden
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